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O INTRODUCTION
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— Analysis of 200 cases of losses associated with
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computers
—Roles played by computer, perpetrators, and
victims
—Errors and omissions, natural disasters, and
intentional acts
@ PHYSICAL AND DATA SECURITY
—Data centers physical security
—Data security
— Operating procedures
—Program development
@ COMPUTER SYSTEM AUDIT
— Auditing through the computer
—The on-line real-time systems audit
—The telecommunications audit
—Electronic data processing controls
(® QUESTION AND ANSWER SESSION

— Computer Abuse ----------------- Mr. Donn Parker
—Physical and Data Security --------- Mr. Norman
Nielsen

— Auditing EDP Systems ---- Mr. Jerry FitzGerald

%5 - Computer system Audit-Concept and Techniques
D Role of the Auditor
@ Bridging the Control Gap
—Data Preparation
—Data Conversion and Movement
—Hardware Controls
—Programmed Control
—Error Detection and Correction
— Output Controls
— Operational Controls
+ Accidental error prevention
+ Fraudulent error controls
— Auditing the System Development Process
+ Design
+ Implementation
+ Testing
+ Conversion

— Change Control

—Documentation and Standards
— Organizational Controls
® Physical Security
— Organizational Integrity
— Buck-up Procedures
— Protection of Vital Data
—Development a Contingency Plan
@ Insurance
—Types of Coverage
—Determining Assets to be Protected
—How to Prove Losses
® IRS Ruling 71—20
® EDP Auditing Techniques
— Questionnaires
—Flowcharts
—Test Data
—Integrated Test Facility — the Fictitious Company
(@ Introduction to Statistical Analysis
— Statistical Sampling
+ Use of statistical sampling
« The statistical sampling plan
« Types of statistical sampling
+ Selection methods
« Stratification
Computer Programs for Auditing
— Specialized Audit Programs
+ Who writes the specialized program
+ Program development
— Audit Retrieval Systems
+ Purpose
+ Rationale
+ Capabilities
—How to Select an Audit Retrieval System
+ Selected factors
+ Types and capabilities
Ask-360; Audassist; Audex; Auditape; Auditpak;
Audit Thru; Autronic-16;AYAMS; CARS 2 Audit
Reporter; Computer File Analyzer; EDP Auditor
GRS; Miracl; Score; Strata; System 2170



—Development a Statement of Requirements
© Auditing On-Line Real-Time Systems
—The Auditor’ s Changing Role
—Real-Time Capabilities vs. Batch Processing
— Access Controls
+ System structure
« Physical security
+ Passwords
—Data Transfer Controls
— Systems Recovery and Buck-up
— Auditing Techniques
+ System auditability
+ Computer audit programs
* Mini company
+ Audit modules
@ CASE STUDIES : SMALL GROUP DISCUSSIONS
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